


Background 

John Jay Beauty College 

Information Security Plan 

This Information Security Plan ("Plan") describes John Jay Beauty College's (the "College's") 
safeguards to protect covered data and information. These safeguards are provided to: 

• Promote the security and confidentiality of covered data and information;
• Protect against anticipated threats or hazards to the security or integrity of such

information; and
• Protect against unauthorized access to or use of covered data and information that

result in substantial harm or inconvenience to any student, employee or customer.

This Information Security Plan also provides for mechanisms to:[,}�] 
• Identify and assess the risks that may threaten covered data and information

maintained by the College;
• Develop written policies and procedures to manage, control and mitigate these risks;
• Implement and review the Plan; and
• Adjust the Plan to reflect changes in technology, the sensitivity of covered data and

information and internal or external threats to information security.

"Covered data" is defined as educational records, and the personal and financial information of 
students, prospective students, faculty members, staff members, alumni and customers. When 
in doubt as to whether a piece of data or information is to be safeguarded as covered data and 
information, College employees/contractors will err on the side that it is covered data and 
information. It includes data maintained at the College as well as centrally-stored data, 
regardless of the media on which they reside. Employees are charged with safeguarding the 
integrity, accuracy, and confidentiality of covered data and information as part of the condition 
of employment. 

The College recognizes that it has both internal and external risks. These risks include, but are 
not limited to: 

• Unauthorized access of covered data and information by someone other than the owner
of the covered data and information

• Compromised system security as a result of system access by an unauthorized person
• Interception of data during transmission
• Loss of data integrity
• Physical loss of data in a disaster
• Errors introduced into the system
• Corruption of data or systems
• Unauthorized access of covered data and information by employees
• Unauthorized requests for covered data and information

Revised April 2024 1 


























